


Objectives
• Intro on Malware

• What It Is?

• Where Can I get it?

• Common Types

• So Much Phishing!!!

• What is Phishing?

• Different Types

• Tips on Recognizing

• How Do I Protect Myself?



What is 
malware?

• Malware is a catch-all term for any type of malicious software 

designed to harm or exploit any programmable device, service or 

network.

• It is used to harm or exploit computers and networks so that bad 

actors can then steal data or money

• Malware attacks are on the rise, especially in the wake of the 

pandemic. Malware increased 358% year over year in 2020 as the 

attack surface significantly increased with employees working from 

home.

https://info.deepinstinct.com/en/tof/cyber-threat-report?_ga=2.76574677.1123186879.1621881127-375912772.1618855180


Where can I get malware?
• Most of the time malware comes from compromised sites

• Parked sites- sites closely spelled to the intended site but misspelled.
• Gooogle.com, faccebook.com

• Hacked legitimate sites

• Phishing

• Man in The Middle Attacks
• Bad wi-fi access points in public places

• It is not recommended to connect to free public access points.

• Fake Software Installations- freeware is infamous for containing malware

• Infected USB Drives- if you find a USB somewhere it may contain a virus



Common malware types
• Different types of malware

• Viruses- malware that performs malicious action
• Commonly a downloaded file opened by user

• Trojans- Generally a legit application that has some type of malware inside of it.
• Very common in freeware

• Scareware- a pop-up or website opens and threatens you with some type of consequence 
if you do not install their software

• Ransomware- a machine is encrypted (locked) by threat actor requesting payment to 
receive decryption key to unlock

• Spyware- program installed without your knowledge that monitors and steals information
• Usually form a virus attachment

• Adware- malware that pushes advertisements to users and usually installed with freeware



Phishing 
• Phishing email messages, websites, and phone calls are designed to steal 

money or sensitive information
• Designed to trick you into clicking a link or providing personal or 

financial information
• Often in the form of emails and websites
• May appear to come from legitimate companies, organizations or 

known individuals
• May even come from legitimate organizations

• Take advantage of natural disasters, epidemics, health scares, 
political elections or timely events-

• Covid times had a 200% increase in phishing



Types of Phishing

• Spear phishing - Phishing attempts directed at specific individuals or companies have been termed spear phishing.
• Attackers may gather personal information (social engineering) about their targets to increase their probability of success.

• Most successful method

• Voice Phishing (Vishing) - Voice phishing is the criminal practice of using social engineering over the telephone system to gain access to personal and 
financial information from the public for the purpose of financial reward.

• IRS and banks are common choices to use

• Whaling – Type of spear phishing attack that targets “big fish,” including high-profile individuals or those with a great deal of authority or access

• Smishing - an attack that uses text messaging or short message service (SMS) to execute the attack. A common smishing technique is to deliver a message 
to a cell phone through SMS that contains a clickable link or a return phone number.

• Very common to use bank stating your account is locked or improper withdrawals

• Angler Phishing - Anglers use fake social media posts to get people to provide login info or download malware.

• Quishing - A common tactic is to invite people to access an encrypted voice message via a QR code. The victim then uses their camera to access the QR 
code and open up their browser, which takes them to a phishing website.



Phishing examples
• Just like in the previous example, this email looks 

like a legit PayPal email that you would normally 
see. The first thing to do is to see if you recognize 
the email, or if you have done any kind of 
transaction with this email address. Also, look 
through the email for spelling and grammatical 
errors, as Cybercriminals will often leave these 
errors in the body of the email.

• Second, see if the item in question is one that you 
actually bought or sold. If not, delete and move on.

• Look at the email address circled, if this was an 
official email from PayPal, it would end in 
“@paypal.com” not mail2world.



Phishing examples
• The sender is not a valid tonation-nsn.gov 

address, but rather a @pugmarks.com 
address. The name is also a generic “Admin 
Team” which does not match up with the 
email address.

• The subject line is in all capitals and using 
multiple exclamation marks trying to get 
your attention. 

• Hovering your mouse over the link, you can 
see that this is not a valid valdosta.edu 
address, but rather an external site trying to 
steal your credentials or install malicious 
software.



Quick Test



What was wrong with the last email?

• The email address is not a valid tonation-nsn.gov address, but rather a Vaderbilt.edu address. This is important because 
only a valid tonation-nsn.gov address will email you about anything email or help desk related.

• The To: and Cc: are missing so that you can tell this is a mass targeted email phishing attack.

• Hovering your mouse over the link, you can see that this is not a valdosta.edu address but rather an external address 
trying to steal your credentials. 

• The signature is generic as to not alert you to any phishing attempt. 



Text phishing



Quishing



Scareware





How do I recognize phishing?
• Although they can be tricky, there are usually tell-tale signs

• D.O.I.T. will NEVER ask for your password over email. Please be wary of 
any emails asking for passwords. Never send passwords, bank account 
numbers, or other private information in an email.

• Be cautious about opening attachments and downloading files from 
emails - regardless of who sent them

• Never enter private or personal information into a pop-up window.

• If there is a link in an email, use your mouse to hover over that link to see 
if it is sending you to where it claims to be, this can thwart many phishing 
attempts.



Continued
• Look for 'https://' and a lock icon in the address 

bar before entering any private information on a 
website.

• Look for spelling and bad grammar.

• Check the sender

• Remember if it seems too good to be true - it 
probably is.

• No company will ask you to pay in Amazon or 
Google Play Cards.



• First, do not click on any links within the email or download any 

attachment.

• Do not forward the email, send a screenshot to DoIT to investigate.

• If there is an attachment in the email, you recognize the sender but 

aren't expecting an attachment from them, please call the sender 

and ask if it is legitimate.

What happens if I think I receive a phishing email?
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