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Overview

Objectives

* |ntro on Malware
e What It Is?
 Where Can | get it?

e Common Types

* So Much Phishing!!!
* What is Phishing?
e Different Types

* Tips on Recognizing

* How Do | Protect Myself?
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Wh at is « Malware is a catch-all term for any type of malicious software
designed to harm or exploit any programmable device, service or
malware? : Y prog
network.

* |tis used to harm or exploit computers and networks so that bad

actors can then steal data or money

* Malware attacks are on the rise, especially in the wake of the

pandemic. Malware increased 358% year over year in 2020 as the

attack surface significantly increased with employees working from

home.


https://info.deepinstinct.com/en/tof/cyber-threat-report?_ga=2.76574677.1123186879.1621881127-375912772.1618855180
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Where can I get malware"

Most of the time malware comes from compromised sites

* Parked sites- sites closely spelled to the intended site but misspelled.

* Gooogle.com, faccebook.com

* Hacked legitimate sites

Phishing
Man in The Middle Attacks

» Bad wi-fi access points in public places

* [t is not recommended to connect to free public access points.

Fake Software Installations- freeware is infamous for containing malware

Infected USB Drives- if you find a USB somewhere it may contain a virus
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Common malware types

e Different types of malware
* Viruses- malware that performs malicious action
« Commonly a downloaded file opened by user

* Trojans- Generally a legit application that has some type of malware inside of it
e Very common in freeware

-l.m.i

e Scareware- a pop-up or website opens and threatens you with some type of consequence
if you do not install their software

« Ransomware- a machine is encrypted (locked) by threat actor requesting payment to
receive decryption key to unlock

* Spyware- program installed without your knowledge that monitors and steals information
e Usually form a virus attachment

 Adware- malware that pushes advertisements to users and usually installed with freeware



Phishing

* Phishing email messages, websites, and phone calls are designed to steal

money or sensitive information

* Designed to trick you into clicking a link or providing personal or
financial information

e Often in the form of emails and websites

* May appear to come from legitimate companies, organizations or
known individuals
* May even come from legitimate organizations
* Take advantage of natural disasters, epidemics, health scares,
political elections or timely events-
e Covid times had a 200% increase in phishing
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Spear phishing - Phishing attempts directed at specific individuals or companies have been termed spear phishing.
* Attackers may gather personal information (social engineering) about their targets to increase their probability of success.

¢ Most successful method

Voice Phishing (Vishing) - Voice phishing is the criminal practice of using social engineering over the telephone system to gain access to personal and
financial information from the public for the purpose of financial reward.

* IRS and banks are common choices to use
Whaling - Type of spear phishing attack that targets “big fish,” including high-profile individuals or those with a great deal of authority or access

Smishing - an attack that uses text messaging or short message service (SMS) to execute the attack. A common smishing technique is to deliver a message
to a cell phone through SMS that contains a clickable link or a return phone number.

*  Very common to use bank stating your account is locked or improper withdrawals
Angler Phishing - Anglers use fake social media posts to get people to provide login info or download malware.

Quishing - A common tactic is to invite people to access an encrypted voice message via a QR code. The victim then uses their camera to access the QR
code and open up their browser, which takes them to a phishing website.
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Phishing examples

Just like in the previous example, this email looks
like a legit PayPal email that you would normally
see. The first thing to do is to see if you recognize
the email, or if you have done any kind of
transaction with this email address. Also, look
through the email for spelling and grammatical
errors, as Cybercriminals will often leave these
errors in the body of the email.

Second, see if the item in question is one that you

actually bought or sold. If not, delete and move on.

Look at the email address circled, if this was an
official email from PayPal, it would end in
“@paypal.com” not mail2world.

PayPal

Dear Valued Customer

I 1 et have been made to your paypal account for an auction item: (ACER LAPTOP{Like New!} = FREE SOFTWARE!! +=) the money have been transferred to your paypal account by one of
our client (alexjohnsoncole02@email comiland it has also been Approved and confirmed here with us but we just need the shipment confirmation from you so that we may credit and release the money to your account
immediately. Go ahead with the shipment of the item now to it's destination address and get back to us with the shipment tracking mumber of the item being sent to our client and we used this NEW POLICY of ours to
protect both the BUYER and the SELLER from any internet fraud activities.

SHIPPING ADDRESS

*PLEASE NOTE**
Once shipment has been verified and the tracking aumber sent to us, You will receive a "CONFIRMATION Email" from PayPal® informing you that the Money has been credited.
Note: Pay pal will be responsible for the item loss or damage once we receive the tracking number.

This PayPal® paym-t has been deducted from the buyer's account and has been "APPROVED" but will not be credited to your account until the shipment reference/tracking number 15 sent to vs for shipment venification so
secore BOTE the Eists walleg_Below are the necessary information requested before your account will be credited. Make sure you send the tracking number to us through this mail
pay alouhnefund(eam@ m aﬂzmxld com)Jpnd our customer service care will attend to you. As soon as you send us the shipment's tracking number to us for security purposes and the safety of the buyer and the zefler, the

Thank you for using PayPal!
The PayPal® Team

BN PSyPall ”;
'__ VERIFIED __'

, J
dashl
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Phlshmg examples

The sender is not a valid tonation-nsn.gov
address, but rather a @pugmarks.com
address. The name is also a generic “Admin
Team” which does not match up with the
email address.

The subject line is in all capitals and using
multiple exclamation marks trying to get
your attention.

Hovering your mouse over the link, you can
see that this is not a valid valdosta.edu
address, but rather an external site trying to
steal your credentials or install malicious
software.

From: Admin Team [mailto:sonu

arks.com] 1

Sent: Tuesday, December 15, 2014 5126 PM
To:|
Subject: VERIFICATION! 2

http://e-rbi.org:10129/upgrade/
sessionlog8/index2.php?

Degemai=jspencer@valdosta.edug.
rand=13vqer8bpOgud&llc=10338id=6485
58mkt=en-usBichoxt=mailisnse=1

In 1 Click to follow link tainance. Some of your important messages were queued on our mail server. Please Click

hﬁre to view or download your pending messages.

Some maintenance may still be undergoing for large improvement updates that will increase our security.

Please Note: To avoid any complication, it is madatory you follow the instructions above.

Thank you for your patience and cooperation,
—IT Support Team
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Quick Test

From: Vanderbilt.Edu=
Sent: Monday, December 8, 2014 6:35 AM
To

Subject: RE: ITS HELP-DESK

Dear user,

The following evaluations have been assigned to you. Please log in to complete these evaluations.

CLICK HERE TO EVALUATE USING SECURE ENCRYPTION

NOTE: Your log in will time out after 60 minutes. Your responses will be lost if you do not click on the "secure" button before 60 minutes lapses. There
is no prompt when your 60 minute session has expired. Please save extensive comments periodically and check your time.

ITS help desk
ADMIN TEAM

©copyright 2014 Microsaft
All Right Resered.
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What was wrong W|th the Iast emall‘?

Vanderbil‘t.Edu:»]_
Sent: Monday, December 8, 2014 6:35 AM

Subject: RE: ITS HELP-DESK 2

Dear user,

http://its---access---desk.jigsy.com/
The Uick to follow link

Len assigned to you. Please log in to complete these evaluations.

CLICK HERE.TO EVALUATE USING SECURE ENCRYPTION
NOTE: You in will time out after 60 minutes. Your responses will be lost if you do not click on the "secure" button before 60 minutes lapses. There
is no prompt when your 60 minute session has expired. Please save extensive comments periodically and check your time.

ITS help desk
ADMIN TEAM

©copyright 2014 Microsoft 4

All Right Resanved.

-

* The email address is not a valid tonation-nsn.gov address, but rather a Vaderbilt.edu address. This is important because
only a valid tonation-nsn.gov address will email you about anything email or help desk related.

* The To: and Cc: are missing so that you can tell this is a mass targeted email phishing attack.

* Hovering your mouse over the link, you can see that this is not a valdosta.edu address but rather an external address
trying to steal your credentials.

* The signature is generic as to not alert you to any phishing attempt.
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Text phishing

< @ (856)803-0837

Friday, July 8

Delivery Tomorrow =i -l @ online.banking.alert-id-892@service-mobile.com v

1 3OPM: elflnma reonll ne/ MMS This message is from an unsaved number. Beware of smishing and phishing.

qu Q3 E4VCM DEDdX 12:42 PM \ iBlock number;:_'

Monday, October 17

(Call 8023352078 Now ! 892#) #Debit.Card
Locked Alert-Account-1D:5202358792! 10:56 AM
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Quishing

[QUAR] How to purchase the epidemic situation depth Chdeptha? Guangdong Jielu Law Firm one-stop procurement2022-10-24
21:11:35

sales@jietviaw shop 5 Replyall | w
ol &0 AM
Contactas ¥

I Ta ki Profett your privaly, R0 CORLETE o Thel Masate Rin been Bocked Ta re-drabie v Blecied beaturei chel; Bere

I 1] WS o condend Bom Thel dender, it hibie

FEeIEOER, SO SR RRRnlREfFeReRERETe

=7, SmeErROEEitE, RS RT e e R,
E0HRER: 1, EHBRELT RSRNHE ST,
2, WMELREG, HEREE— BR=1.

FANETTLISE:
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W, Syshemneersion. com

A WARNING!

YOUR COMPUTER MAY BE INFECTED:

System Detected (2] Polentally | Vinses ) Birefed Spy and Trafan Faked V-

| Your Pergonal & MAY HOT BE SAFE.

To Hemove Viruses, Call Tech Support Onling Now:

1(866) 627-4049

I Ervor  Pleass install Flash Pligsr HD 10 consinus

This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.5.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

To unlock the computer you are obliged to pay a fine of $200.

You have 72 hours to pay the fine, otherwise you will be arrested.

You must pay the fine through

To pay the fine, you should enter the digits resulting code, which is
located on the back of your in the payment form and press
OK (if you have several codes, enter them one after the other and press




Tfoth¥o in'o wO* o d hiafmis Nia i
Department of.Information'&iTechnology,

CYBERSECU RITY

Confirmation

Verify Your identity
Your Account Number Ending: 37

Dear Card Member:

Did you recently use your Amex?

To help protect your identity your access to your credit has been paused, We
want to be sure that you made this transaction.

See amerlcanexpresss.com/ 9314408572 Have your card handy, Sign In and
follow the simple step, Then our intelligent security system will connect you back
instantly.

Thank you for your Membership,
Amex Customer Care

American Express is committed to keeping you informed. To
understand more about the Credit Bureau reporting
process, click here.

Easy Account Management

Dear Beneficiary,

1 Am Very very Happy by sending your this E-mail today December 12/2/2020 my Dear Happy New Month
and again | am hereby to notify you of your Funds $12.9Million United State Dollars which supposed to be
sent to you by anyway of your choice but you have kepted silient becuase of the fee of $75 usd dollars i
tunes card or Google play card copy that you were told to send. Please i am here to inform you that the
FEDERAL MINISTRY OF FINANCE has make it very easy for you. Now you are to send only $75 usd
dollars i tunes card or Google play card copy and you will have your fund $12.9Million United State Dollars
without anymore delay. And please you have to reply immediately you get this message because it is very
very urgent.

Please make sure that you send the $75 usd dollars i tunes card or Google play card copy today
immediately you get this message including your information and your bank account details for the
immediate transfer of your total fund $12.9Million United State Dollars. please kindly re-confirm the following
Bank Account Information below Remember to send us your Full information to avoid wrong transfer such
as, Thank you very much as you read this E-mail and Ged bless you and your family in Jesus Name

1) Your full name:
2) Your full address:
3) Your contact telephone:__

4) Your profession:,

5) Any valid form of your identification/driven license
6) Bank name:

7) Bank address:___

8) Account name:___

9) Account number__

10) Swift code:

11) Routing number:___

As soon as we receive the above mentioned information, your Funds $12.9Million United State Dollars will
be processed and released to you bank account today without any further delay. We lock forward to serving
you better Okay,

Thanks,

Mrs. Sample License

From New York State

Untitled form

FILL OUT FORM
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How do I recogmze phlshmg‘?

Although they can be tricky, there are usually tell-tale signs

D.O.L.T. will NEVER ask for your password over email. Please be wary of

any emails asking for passwords. Never send passwords, bank account
numbers, or other private information in an email.

Be cautious about opening attachments and downloading files from
emails - regardless of who sent them

Never enter private or personal information into a pop-up window.

If there is a link in an email, use your mouse to hover over that link to see
if it is sending you to where it claims to be, this can thwart many phishing
attempts.
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HE9 O« s Valdosta Upgrade - Message (Plain Text) - B =
A message  adobe poF @
@ Extraline W rEmovs

From: ice. Bu >1 123,

 Look for 'https://' and a lock icon in the address . ..o }

You are currently using 10 GB, This new year 2015 we are upgrading our services to 20 GB per mailbox to upgrade Click on the Link or Copy paste the Link to your browser and fill in your details for

bar before entering any private information on a @ &% s
website.

* Look for spelling and bad grammar.

 Check the sender
I (7 e st 7o

It this message is an offer to s

« Remember if it seems too good to be true - it

. Respond to this question ilem without winning it on the el
in My Messages. Wah site (including Second Che
probably is. s o Tt Ly R

d M please do nol respond to the =

Tham a:hamal transaclions ana

3 http://202.5.90.139/f T/ .cgi-bin ws/ Ighr::u?':
“IsaPidiiuPdate f

_ ISAPIdlISigninpUserid=co_partnerid =siteid=0p{ famth

" ageType=-1pal=Using55L=1bshowygif= fwanﬁ“

enav=errmsg=_8/ nsale w

1mmm¢mlkn

I i sl s e ek P

 No company will ask you to pay in Amazon or
Google Play Cards.

P N N N
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What happens |f I thmk |l receive a phlshmg emall'?

* First, do not click on any links within the email or download any

attachment.
* Do not forward the email, send a screenshot to DolT to investigate.

* |f there is an attachment in the email, you recognize the sender but
aren't expecting an attachment from them, please call the sender

and ask if it is legitimate.
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